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Data sharing in search of sovereignty: the case of

the European cloud
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This paper explores the tension between the use of extraterritorial claims for data and the opposite response of data nationalism. Arguing that both
are forms of territory-based control, it proposes applying a functional approach to data sharing — as an alternative to data location — to the project

Jfor an EU cloud.

ntroduction

Jurisdictional claims for data are underpinned by
two opposing regulatory models. The first claims an
extraterritorial digital reach. Examples include access to
data located abroad by domestic law enforcement author-
ities, global injunctions and claims of territorial extension
of domestic law. The second, often in reaction, relies on
data nationalism. Examples include data localisation re-
quirements by national governments and the establish-
ment of national clouds for various types of data. This
paper challenges the presumed territoriality/extraterritori-
ality dichotomy and claims that 1) this apparent dichoto-
my leads to converging territorial solutions; and 2) terri-
torial overuse undermines the geopolitical and legal order.
Based on these assumptions, the paper argues that, when
it is applied to data, territoriality needs to be profoundly
rethought so that inter-state frictions and extraterritorial
jurisdictional claims can be avoided. This implies moving
beyond the territoriality/extraterritoriality dichotomy and
using functional factors that do not necessarily depend on
the territorial location of data to regulate data flows. Such
an approach proves to be useful in order to frame the pro-
ject for an EU cloud in the broader debate on EU digital
sovereignty (Pohle 2020; Moerel-Timmes 2021).

The territoriality/extraterritoriality dichotomy

All over the world regulators have sought to: a) enlarge
the territorial scope of their sovereign powers over data;
and b) re-territorialise data-enabling territories with digi-
tal capabilities. These two options appear to be opposites
but in fact they converge in many ways because they are
both forms of territory-based control (Christakis 2020).
The first option allows regulators to gain regulatory trac-
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tion over apparently borderless data through linkages with
darta infrastructure located in state territories or with ac-
tivities associated with data infrastructure outside those
territories (for example, local storage and processing re-
quirements and geo-blocking). This includes adjudicating
rights by granting the public and private sectors access to
data worldwide or enabling courts to issue extraterritori-
al injunctions (Woods 2018). The second option means
grounding data governance in the physical location of
data infrastructure and building the idea of digital sover-
eignty in two possible ways: by laying down legal norms,
e.g. requiring companies to store, process and copy data
exclusively on servers located within the national borders;
or by ensuring compliance with them such as with ex-
traterritorial orders and global injunctions based on the
location of corporations (Chander and Lé 2014, 2015).

This paper contends that the legal status of data is not
inherently dependent on connecting territorial factors to
the physical infrastructure of data cables because of their
non-territorial and ubiquitous nature (Daskal 2013).
Data are non-territorial in the sense that their physical
location does not really matter in terms of what data rep-
resent and neither does it matter for the underlying rel-
evant interests at stake. Data are also ubiquitous in the
sense that they can be used by multiple actors while being
accessed everywhere irrespective of where they are located.
Where data are originated, located or accessed presents a
challenge to traditional regulatory models based on terri-
torial jurisdiction as the basic principle of jurisdictional
order. It is extremely hard to precisely describe the geo-
graphical route of data in movement, as data live in many
copies and places.

A lack of technological autonomy in the EU has gener-
ated extraterritorial claims over data in reaction to extra-
territorial violations by third countries of individual rights
protected by EU law. This has been possible because of
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a ‘loss of data’ due to data storage in foreign clouds, as
was the case of the NSA scandal. Failure to recognise this,
in terms of regulatory responses, creates a chain reaction:
states with more technological and economic power ex-
ercise the strongest extraterritorial claims, as is exempli-
fied by the adoption of the US CLOUD Act, which has
allowed an overreaching extraterritorial use of sovereign
powers (police orders) all over the world, or the strongest
territorial traction for digital investments, as is exemplified
by the Chinese Security Law. Conversely, EU law has tried
to reappropriate territorial shares with different degrees of
extraterritorial reach: enlargement of the territorial scope
of application (Cremona and Scott 2019); strengthen-
ing the requirements for data transfers to third countries
(Schrems I and II); or a defensive approach to standard
setting against extraterritorial interferences. Often the
justification that is used is that the extraterritorial reach
of EU law better preserves individuals’ data, substantially
legitimising a global reach of EU fundamental rights such
as privacy and data protection (Schwartz and Peifer 2017)
and positioning EU law in the global market as a standard
setter (Bradford 2020). A result of this trend is that there
is currently an alignment between the academic literature
and EU policy and regulation on the EU’s data strategy.
The landmark concept, even if is not spelled out, is the
expansion of the legal notion of territory (Scott 2014)
throughout European data spaces — industry, green deal,
health, mobility, finance, energy, agriculture and public
administration — where data can flow freely within the EU
across sectors. These data spaces basically overlap with a
sectoral scope of application of EU law across subject mat-
ters that is territorially based.

However, many legal phenomena in sectoral areas of EU
data governance show how the nature of data is disrup-
tive with respect to physical territory. In the field of data
protection, the right to dereferencing (e.g. removing links
related to personal information) has sometimes only been
imposed for data located within the EU (CJEU, CNIL
case) but it has also been granted to individuals vis-a-vis
companies established outside the EU, to which EU data
protection law has been applied (CJEU, Google Spain case).
In disputes related to electronic commerce, requirements
for intermediaries to remove illegal content have operat-
ed worldwide (SCC Equusteek and CJEU Facebook cases).
In the field of access to data by law enforcement, public
authorities have issued some warrants to service providers
to release data irrespective of the location of their storage
(U.S. v. Microsoft case). In intellectual property law, orders
from national courts to operators of online marketplaces
that advertise and offer goods for sale on their websites
targeting consumers outside the EU aim to also prevent
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infringements of intellectual property rights in third coun-
tries (CJEU, L'Oréal SA case). As for the global protection
of human rights, transatdlantic mass-surveillance of indi-
viduals programmes violate the right to respect for private
life under the European Convention of Human Rights
(ECtHR, Big Brother Watch v. UK case). As for the glob-
al reach of the European Charter of Fundamental Rights,
the Safe Harbour Agreement and the Privacy Shield were
declared invalid under EU law for violating Mr. Schrems’s
fundamental right to data protection after his data were
transferred and physically relocated in the United States
(CJEU, Schrems I and II cases).

Towards a functional approach to an EU cloud

Our aim is to reflect whether the ongoing strategy to es-
tablish a model of EU cloud computing may overcome the
territoriality/extraterritoriality dichotomy. The function of
a European cloud would primarily be to store, share and
reuse personal and non-personal data in the European data
infrastructure in order to achieve technological autonomy.
Based on the institutional French-German Gaia-X Initia-
tive (Federated Data Infrastructure for Europe), which was
based on previous national projects,” the European trend
toward a model of digital sovereignty has great potential
if it is based on the technical interoperability of adequacy
standards instead of on a model of digital borders. Being
digitally sovereign means Europe being independent from
other countries and from technological solutions imposed
by the private sector. The Digital Summit Focus Group de-
fines digital sovereignty as the “possibility of independent
self-determination by the state and by organisations with
regard to the use and structuring of digital systems them-
selves, the data produced and stored in them, and the pro-
cess depicted as a result” in order to gain “complete control
over stored and processed data and also the independent
decision on who is permitted to have access to it.”

Overcoming territoriality in cloud computing implies us-
ing functional criteria for the EU cloud that make control
over data possible through interoperable standards. I rely
in particular on a novel functional perspective that con-
siders what data stands for: underlying interests at stake
in sharing data as jurisdictional connecting factors. Func-
tional criteria promise to better address the non-territorial

2 Andromeéde, Bundescloud, Cloudwatt and Numergy were the first
examples of European clouds designed to compete with US clouds,

but they were insufficiently competitive and failed.
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blob=publicationFile&v=5, p. 7.
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nature of data according to a) a substantial connection be-
tween data access and use and the protection of underlying
interests; b) the interest in sharing data in case of conflicts
of law; ¢) the compatibility of purposes of data sharing
with multiple jurisdictional claims; and d) high standards
of protection for data users (Svantesson 2015).

The functional perspective recognises jurisdiction over
physical space trying to balance state interests with other
equal sovereign powers when data flow beyond territori-
al borders. This has important practical implications for
regulating data sharing in a European cloud. From a legal
point of view, this may be done by means of regulation
or contracts. From a technological point of view, a mod-
el of digital sovereignty is only sustainable if it construct-
ed on a voluntary basis with common security standards
and trustworthy interoperable mechanisms rather than on
the basis of unilateral territorial action. Creating a theo-
retical regulatory model for data sharing in the EU cloud
has the advantage of focusing on the interaction between
specific jurisdictional powers and operational technologi-
cal solutions. Based on a theoretical functional reframing
of territoriality as applied to data, this paper maintains an
operational solution that rejects data localisation is a pos-
sible way to build a European data cloud infrastructure.
This could be a way toward a model of digital sovereignty
and it only has great potential if it is based on the techni-
cal interoperability of adequacy standards instead of on a
model of digital borders based on data localisation require-
ments. My point is that moving away from location-based
approaches to data will reduce the tension caused by the
global overreach of many data regulation schemes adopt-
ed by countries. So far, the EU’s extraterritorial claims
have been determined by the increasing dependence of
state-critical digital infrastructure on a limited number of
foreign market players. Conversely, functional criteria can
better address the ubiquitous and non-physical nature of
data than territorial connection factors can. In particular,
functional criteria can attribute jurisdictional powers over
data to states based on: 1) the relevant interests in data
sharing; and 2) the prevalence of the advantages of data
sharing and agreed common rules in potential conflicts of
law. Data localisation is assumed as the functional equiv-
alent of the territoriality principle for an EU cloud. The
functional perspective questions the territorial connection
as a relevant factor in data disputes and investigates how
other factors better address what data stand for and what
the underlying interests at stake behind data flows are.

The whole architecture for an EU cloud requires a legal
analysis in which functional criteria for data sharing rather
than data location act as jurisdictional triggers. This recon-
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ceptualisation is not merely theoretical. It has immediate
consequences both in terms of the limits of extraterritorial
claims in digital matters and the legal architecture for the
establishment of an EU cloud infrastructure. Deterritorial-
ising data aims to provide a legal alternative to the territo-
riality principle for an EU cloud. It focuses on the relevant
factors in this model: a) openness to actors, including for-
eign cloud-hosting providers from third countries; and b)
the inapplicability of foreign laws to EU cloud capacities.
These two requirements can be used differently depending
on the degree to which users share data and the choice of
legal basis for the application of foreign laws to clouds. The
technological autonomy of cloud infrastructure allows the
use and exchange of data among EU and non-EU actors
on the basis of shared security protocols and common legal
standards.

There are different models for building clouds: 1) a mod-
el that imposes local data storage by European companies
and public actors limiting data movement; 2) data shar-
ing in an EU cloud among European and non-European
companies based upon dedicated protocols (enhancement
of the encryption measures and data security); 3) a trans-
parent system of notifications of use and measures taken
with data. A functional model of an EU cloud can be based
on the feasibility of compatible interests in data sharing
among different actors. In a case in which cloud providers
are subject to the jurisdiction of foreign countries — coun-
tries the laws of which conflict with EU law in relation to
some specific piece of sensitive data — they should make it
clear in such a way that it allows other interoperable actors
to avoid the risk or adopt technical measures to prevent
themselves from violating EU law. Cloud providers should
otherwise state that there is a conflict and verify whether
any access, request for data or re-use of data by foreign
countries violates EU law.

A European cloud might compete with major cloud com-
puting services such as Alibaba, Microsoft and Amazon.
A cloud that combines public cloud services with locally
managed infrastructure would allow sensitive data to be
located in specific jurisdictions while being linked to pub-
lic cloud services. Cloud providers have much influence on
data governance not only in terms of intellectual property
rights regarding data and the operational functioning of
physical infrastructure but also in terms of their impact
on the marketplace where they deploy their technology.
Besides the practical effect that data localisation may pro-
duce on market isolation and a rise in market protection-
ism, data localisation in fact represents the territorial met-
aphor for an obsolete model of data governance. There are
many reasons to reject data localisation for the EU cloud:
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data localisation undermines the free flow of personal and
non-personal data and hampers competitiveness among
markets. It also produces excessive costs for users and
companies that want the flexibility to use different cloud
providers and access the most advanced technological solu-
tions. Data localisation also reduces the incentive to invest
more in updating products and offering services. Addition-
ally, data localisation would make it impossible to differen-
tiate between personal and non-personal data in the sense
that it should be applicable to all data or none in the cloud.

In terms of data security concerns, if governments man-
date local storage of data, in practice what they are doing is
requiring companies to split the data they possess and store
it in multiple versions in order to comply with the local
requirements in different jurisdictions.

From a technological point of view, data localisation im-
plies making web services technically non-viable because
of technical obstacles to providing online services. In a
situation in which companies are subject to several data
localisation regimes, they cannot fully ensure data locali-
sation in many jurisdictions. Data might be stored in edge
caches across borders and replicated to respect the restric-
tions of data location; it might be ‘sharded” across multiple
machines in multiple data centres; and it might be backed
up in multiple locations in case there is a failure and made
accessible in many places for maintenance and de-bugging.

Conclusions

Untying the operational functioning of digital jurisdic-
tion from the geographical location of data has a funda-
mental impact on the model of digital sovereignty for
Europe (Floridi 2020). First, storing data on EU servers
requires a huge investment in infrastructure but it can only
be done on a voluntary basis. This entails offering users
and private actors incentives to choose to locate data on
EU servers rather than with other services. Second, ensur-
ing Europe and the Member States maintain jurisdictional
power on the basis of operational functional criteria that
are alternative to data location creates a valuable network
of partners which voluntarily decide to share data on a
cloud that guarantees better standards. These standards
can be, for example, interoperability adequacy standards,
technological security standards and/or rights protection
standards. The operational functioning of the EU cloud
strongly depends on the type of data that are shared: if
they are user data (the data stored in the cloud), derived
data (data learned by cloud providers about behaviours on
the cloud) or system data (data learned by cloud providers
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about system functioning). My idea favours the integra-
tion of all these data through a transparent mechanism no-
tifying users that would allow full control of data that are
processed through decentralised edge mechanisms that are
independent of localisation requirements. This implies the
possibility of enlarging: the number of actors who can op-
erate on the cloud; the purposes of data sharing among the
users of the cloud; and the capacity to exert jurisdictional
claims based on compliance with interoperability adequa-
cy standards and not based on the territorial connecting
factors of data and infrastructure.

In conclusion, this paper has shown that the principle of
territoriality if applied to data needs to be rethought and
revised (Hérnle 2021) taking into account the advantages
offered by a functional approach. Choosing the EU cloud
as a case study is illustrative of the relevant effects that ter-
ritorially based and functional approaches to jurisdiction-
al claims over data may have. In practice it can show the
sterility of the alternative between digital sovereignty — in
other words, digital territoriality — and digital extraterrito-
riality and opens functional data sharing as an opportunity
for Europe.
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