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Network Economics of Smart Sustainable Cities 
Günter Knieps*

The concept of smart sustainable cities gains increasing attention, upgrading the traditional public utility services with the potentials of ICT, 
in particular, IP based sensor networks, satellite based geopositioning systems and active traffic management within the All-IP Internet. 
Potentials for sharing activities and prosumage as well as smart congestion management strongly increase. 

Introduction: ICT as driver for smart sustainable cities

The transition from dumb to smart networks is driven 
by rapid innovations in Information and Communica-
tion Technologies (ICT). Network capacity allocation 
decisions are increasingly made on a real time basis and 
less strongly day-ahead based as they were in traditional 
electricity or transportation networks. Thus adaptive pro-
duction and consumption decisions are based on real time 
scarcity signals provided via smart meters, actuators and 
sensors. Moreover, the geo-locational dimension is taken 
into account. Important innovations in communication 
and sensor networks promise large potentials for smart 
networks driven by machine-to-machine communications 
called the Internet of Things (IoT) (OECD, 2012). On 
one hand, sharing activities and prosumage such as shared 
mobility or microgrids become more and more relevant. 
On the other hand, the increasing scarcity and congestion 
problems within urban networks can be approached with 
ICT based implementation strategies. The focus of smart 
sustainable city initiatives is on utilizing ICT for upgrad-
ing the urban infrastructure and services to enable adaptive 
real time behaviour based on data-driven feedback loops 
(ITU-T, 2015a; OECD, 2013: 8 f.).

From a network economic point of view, the complemen-
tary role of ICT based virtual networks for the design of 
smart physical networks is important. Physical infrastruc-
tures and network services within cities include local traf-
fic infrastructure services, networked vehicles, renewable 
energy generation, storage and remote control of electric-
ity consumption, intermodal local transportation by bus, 
train and cars, water supply and waste water management. 
Virtual networks are based on smart bi-directional meter-
ing, sensors, actuators and remote control by interactive 
machine-to-machine communication connected to broad-
band communication networks.

The architecture of IP virtual networks 

The ICT based challenge to traditional network indus-
tries encompasses intelligent transportation systems, smart 
grids, sharing mobility, or more generally the App econ-
omy. Basic characteristics are: real time, adaptive deci-
sion making, location awareness, the interconnection of 
meshed sensor networks, and cities as hubs for big data 
(OECD, 2015, chapter 9). Although different physical 
network infrastructures and services vary strongly, de-
pending on whether they are based on road, rail, water, 
airport or electricity networks, the complementary virtual 
networks are all based on the same ICT logistics of the 
Internet Protocol IP. Implementations of virtual networks 
consist of IP sensor networks with digital meters connect-
ed to data packet transmission within mobile and fixed 
broadband networks. Different physical network services 
have heterogeneous requirements with regard to comple-
mentary virtual networks. The innovation potentials of 
different virtual networks enable the scope of smart sus-
tainable city services. 

IP based sensor networks

Virtual networks are not to be considered isolated enti-
ties, existing separately for each smart city, but rather as 
interconnected with the All-IP Internet. Virtual networks 
may interconnect with other virtual networks or commu-
nicate with others outside the virtual network context, e.g. 
within a microgrid the aggregator must communicate the 
import/export decisions to the wholesale distribution net-
work operator, the networked vehicle service requires com-
munication with the cloud for general traffic status infor-
mation, or home networks use multi-purpose broadband 
communications for electricity applications based sensors 
as well as for other ICT requirements (e.g. IPTV). Service 
continuity (e.g. networked vehicle services) may require 
multiple interconnected virtual networks (ITU-T, 2014, 
Knieps, 2016).
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The role of geopositioning

European Global Navigation Satellite (EGNOS) systems 
are improving accuracy and reliability by correcting the 
measurements in the GPS or Galileo navigation systems. 
Galileo enhancement for the smart cities is based on the ac-
curate positioning of mobile vehicles. EGNOS combined 
with digital cellular technologies enables a large variety of 
real time and location tailored applications within smart 
cities.  Various EGNOS based applications within smart 
cities are evolving, such as networked/autonomous driv-
ing, and safety-critical applications (ITU-T, 2015a: 83 ff.). 
From the network economic point of view, geopositioning 
systems are different from broadband network capacities 
because the receiving of positioning data is a public good 
where scarcity and congestion pricing are not relevant. 

Active traffic management within the All-IP Internet

Virtual networks pose new challenges, not only for data 
generation (via sensors) and data processing (via cloud 
computing) but also for data transmission. The provision 
of the necessary All-IP bandwidth capacities is based on 
the seamless availability of heterogeneous IP-based broad-
band infrastructures. Quality of Service (QoS) guarantee 
requirements regarding bandwidth capacity, latency and 
jitter of data packet transmission or data packet loss rates 
are heterogeneous, depending on the specific tasks of a 
virtual network. Requirements for real-time transmission 
qualities as well as spatially differentiated data collection 
vary, depending on the class of applications. Not only for 
Voice over IP or interactive real time video games but also 
for a variety of application services within smart cities, very 
high latency requirements are key. For example, emergency 
centres must minimize response time so that the correct lo-
cation of an accident can be reached immediately (ITU-T, 
2015a: 92), networked autonomous driving requires ul-
tra-low latency times, etc. (European Commission, 2016). 
Prioritization of data packets belonging to different traf-
fic classes is required. The future challenge for data pack-
et transmission is the change from best-effort Internet to 
an All-IP infrastructure with a hierarchy of quality classes 
with stochastic and deterministic traffic quality guaran-
tees. Price and quality differentiation models are required 
to provide the economic incentives for the allocation of 
scarce bandwidth capacities to different traffic classes of 
the All-IP infrastructure capacities. Incentive compatible 
pricing schemes for a hierarchy of traffic classes with sto-
chastic traffic qualities can be based on priority scheduling, 
taking into account interclass externalities from the higher 
traffic classes to the lower traffic classes (Knieps, 2011). 
Deterministic traffic quality guarantees require bandwidth 
reservations and restoration. Pricing schemes based on in-
terclass externalities between deterministic and stochastic 
traffic qualities are derived in Knieps & Stocker (2016). 
Incentive compatible pricing for a hierarchy of determinis-
tic traffic quality classes is analysed in Knieps (2016).

E-privacy and cybersecurity

The increasing importance of spatially differentiated re-
al-time traffic data within smart sustainable cities causes 
significant challenges from a data privacy protection (e-pri-
vacy) and cyber security point of view (OECD, 2015). On 
one hand, the concept of open data gains increasing rele-
vance within smart cities, enabling the machine-processa-
ble, non-proprietary and license-free use, reuse and redis-
tribution of data. On the other hand, privacy and security 
concerns demand anonymization infrastructures and se-
curity guarantees within the Cyberspace (ITU, 2015b). 
During the last two decades, the Internet Engineering 
Task Force (IETF) has undertaken substantial efforts to 
develop security standards for IP based networks (Frankel 
& Krishnan, 2011), which can also be applied within IP 
based virtual networks for smart sustainable cities. For lo-
cation-information based services (e.g. navigation applica-
tions, emergency services) the IETF has also developed an 
architecture for privacy-preserving in the Internet (Barnes 
et al., 2011). 

More general rulings beyond the security of IP traffic have 
been issued by the European Parliament and the Council 
in December 2015 with the E-Privacy Regulation, repeal-
ing the data protection Directive of 1995.  Among the ob-
jectives of this Regulation  are easier access to one’s own 
personal data, the right to data portability, the right to be 
informed whether data have been hacked, etc. More gen-
eral cybersecurity objectives for “critical infrastructures” 
such as telecommunications, energy and transport have 
been considered in a Directive of the European Parliament 
and of the Council concerning measures to ensure a high 
common level of network and information security across 
the Union published in 2013.  

Shared mobility 

ICT constitutes an important driver for the increasing 
role of sharing activities within smart sustainable cities. 
One important application field is shared mobility with 
the move from time-scheduled organized bus services to 
on-demand transport provided by shared vehicle fleets of 
shared taxis and taxi-buses. The basic idea is that shared 
taxi dispatching services evolve based on real time loca-
tional optimization, taking into account the costs of addi-
tional vehicle kilometres, the opportunity costs of waiting 
times and the sharing preference of the users (OECD/ITF, 
2016). Other use cases for shared mobility are car shar-
ing, ride sharing, bicycle sharing or sharing of networked 
vehicles which are all based on real time or near-real time 
communication of the scarcity status at different locations 
within the service networks. Sharing services for bicycles 
and (electric) cars have gained some experience during the 
last decade. An illustrative example is Velib in Paris, a pub-
lic bicycle sharing system with around 20000 bicycles and 
1500 stations, approximately every 300 meters within the 
city limits (OECD, 2012: 10). In the meantime, the future 
role of shared self-driving cars and their impact on city 
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traffic also gains attention. In this context, the potentials 
of “TaxiBots” as well as “AutoVots” are analysed. Whereas 
TaxiBots are self-driving cars which are shared at the same 
time by several users, AutoVots are similar to traditional 
taxi services for single users or user groups without simul-
taneous random sharing. The impact of these innovative 
sharing systems on the overall volume of cars (and subse-
quent congestion and pollution effects) remains uncertain, 
due to the future uncertainty of the substitution effects be-
tween shared vehicle services on one hand and private cars 
and buses (and other public transportation services) on the 
other hand. While results of simulation studies for the im-
pact of sharing of taxi rides (New York), and shared self- 
driving vehicles (Singapore, New Jersey), are dependent on 
the underlying basic assumptions such as the traffic alter-
natives, they do suggest that significant ride-sharing poten-
tials might exist in particular during peak hours (OECD/
ITF, 2015). Sharing activities should not be confused with 
prosumer activities as long as the transportation services 
are provided by transportation enterprises. Only if sharing 
activities are offered as part of a non-commercial ride is car 
sharing a prosumer activity. 

Prosumage and sharing within microgrids 

An important example for prosumage combined with 
sharing are microgrids, which are of particular relevance 
for smart sustainable cities. They transform the traditional 
top down value chain of generation, high voltage trans-
mission, distribution networks and local consumption 
household networks into bottom up local generation of 
renewable energy (e.g., rooftop solar PVs) within home 
networks, sharing this low voltage energy with different 
neighbouring home networks and storage of this low volt-
age energy with batteries or electric vehicles. Thus they 
combine the sustainability goal of energy policy with pro-
sumage behaviour and sharing within the boundaries of a 
microgrid. Since microgrids are not self-sustaining, import 
or export of electricity to the distribution network or to 
neighbouring microgrids seems unavoidable. Although in-
novations regarding renewable electricity generation and 
battery technologies for storage outside and inside of elec-
tric vehicles are important, the large potentials of ICT are 
complementary necessities for the evolution of microgrids. 
Smart bi-directional metering, IP-based sensor networks 
and actuators play an important role for the design of 
home networks and their interconnection to the All-IP In-
ternet. Whereas within a physical microgrid participating 
prosumers are balanced by an aggregator via a low voltage 
electricity network, the complementary virtual microgrid 
consists of real time information flows between prosumage 
units and the aggregator (Knieps, 2017).

Smart congestion management 

It can be expected that prosumer activities and result-
ant sharing networks become increasingly relevant for 
the smart sustainable city of the future. However, the in-
creasing role of prosumer activities cannot replace the role 

of markets for solving scarcity and congestion problems 
within the All-IP Internet as well as congestion problems 
within physical networks.

Congestion management plays a dual role in smart sus-
tainable cities. On one hand, virtual networks can only 
fulfil their function to enable smart sustainable city appli-
cations if they are based on inputs from All-IP broadband 
network capacities endowed with active congestion man-
agement with QoS guarantees of data packet transmission. 
On the other hand, the use of virtual networks will reduce 
the transaction costs for raising usage dependent conges-
tion fees based on the local state of congestion at different 
times. The implementation of congestion charges is much 
easier if it is supported by smart data collection applianc-
es. An illustrative road transport case study elaborated by 
EGNOS  demonstrates the potentials of satellite naviga-
tion services as a promising solution for electronic fee col-
lection. Thus vehicles can be charged in accordance with 
the exact route they travelled, even in situations where toll 
gates and tolling infrastructures cannot be implemented. 

From a network economic point of view, congestion pric-
ing for network capacities in communication, transporta-
tion and electricity markets has a large welfare potential. It 
leads to a more efficient use of infrastructure capacities and 
thus reduces the need for infrastructure expansion. Moreo-
ver, toll revenues can be used to contribute to financing the 
infrastructure (e.g. Knieps, 2015, chapter 3).
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